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Predictions for 2014

EU Reform, NIST Framework, NSA Spying
To Continue Privacy Debate Dominance

D uring 2014, big data will still be big, government
surveillance fallout will keep falling and all things
with a ‘‘cyber’’ prefix will continue to gain the at-

tention of companies, attorneys and other members of
the privacy and data security community told
Bloomberg BNA.

In addition, personal information will continue to be
breached, proposed European Union data protection
regulation angst will rise and mobile applications pri-
vacy and the National Institute of Standards and Tech-
nology cybersecurity framework will stay hot topics in
2014, they predicted.

Also in 2014, mobile applications companies should
prepare for enforcement of newly effective California
laws, they said.

Following are a few selected comments from thought
leaders contacted by Bloomberg BNA on what legal and
policy issues will dominate in 2014, plus some insight
about employment prospects for privacy and data secu-
rity professionals in the coming year.

EU Data Protection Reform. In January 2012, the Euro-
pean Commission introduced a proposed regulation to
replace the 1995 EU Data Protection Directive (95/46/
EC) (11 PVLR 178, 1/30/12). Since then, there has been
continuing concern among U.S. companies about
whether the regulation’s increased fines, stronger data
subject consent requirements, right to be forgotten In-
ternet data erasure rights and other changes will under-
cut their competitiveness and profitability in Europe.

But recently there has been uncertainty about
whether the regulation will even pass the European
Parliament and be accepted by the EU Council before
the close of 2014 (12 PVLR 2105, 12/16/13).

‘‘The EU has a history of favoring the privacy rights
of its citizens, so there’s no reason to believe the reform
package won’t pass in some form in 2014,’’ Jason
Bloomberg, chief evangelist at business management
firm EnterpriseWeb LLC, said.

‘‘However, it likely needs more detail,’’ he said. ‘‘For
example, it calls for clear, concise and plain language
for expressing privacy policies, especially when chil-
dren are involved—but it doesn’t clearly specify the dif-
ference between verbiage intended for adults versus for
children.’’

Gabriel Voisin, an associate on the data protection
team at Bird & Bird LLP, in London, said he is optimis-
tic that there will be a final agreement on the proposed

data protection regulation by April before elections for
a new European Parliament.

Voisin noted that the presidency of the EU until June
is with Greece, which ‘‘has a well-established data pro-
tection regime and made clear that the draft regulation
debate will go on the very top of its EU priority list.’’

In a new BNA Insights piece, attorneys from Wilson
Sonsini Goodrich & Rosati LLP in Brussels take stock of
the proposed regulation two years after it was intro-
duced (see related report).

NIST Cybersecurity Framework On Oct. 22, 2013, NIST
released a draft cybersecurity framework for the private
sector, as part of an incentive-based plan directed by
the White House in the wake of congressional inaction
(12 PVLR 1826, 10/28/13).

‘‘The challenge with the NIST framework is that it
does not have the force of law for private companies,’’
Bloomberg said.

It is unclear whether the ‘‘call-out’’ by leading

technology companies for government surveillance

transparency will ‘‘be sufficient to move President

Obama and the U.S. Congress to accomplish

substantial reform.’’

ANN CAVOUKIAN, INFORMATION AND PRIVACY

COMMISSIONER, ONTARIO

‘‘In essence, the Obama administration is hoping in-
dustry steps up to the plate,’’ Bloomberg said.

Given ‘‘insufficient will within Congress to mandate
cybersecurity protections in the private sector,’’ it is ap-
parent that ‘‘companies will spend as little as they feel
comfortable with on cybersecurity,’’ he said.

This will lead to ‘‘uneven support for the NIST cyber-
security framework across the board,’’ Bloomberg said.

Government Surveillance. 2013 saw former National
Security Agency contractor Edward Snowden’s disclo-
sures set off a firestorm of discussion about the proper
goals and reach of government surveillance.

One federal district court Dec. 17, 2013, ruled that the
NSA’s telephone metadata collection likely violates the
Fourth Amendment (12 PVLR 2121, 12/23/13). But 10
days later, another district court ruled that the metadata
collection didn’t violate any legitimate expectation of
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privacy protected by the Fourth Amendment (see re-
lated report).

The review of those decisions by their respective cir-
cuit courts and, depending on those rulings, a review by
the U.S. Supreme Court may dominate the issue in
2014, attorneys said.

Another government surveillance focus has been on
the role of the Foreign Intelligence Surveillance Court
(FISA Court) and the lack of transparency in its over-
sight of federal government collection of telephone and
Internet communications records.

Many ‘‘are clearly furious over NSA behavior, and
are likely to push for stringent controls on government
spying on U.S. citizens,’’ Bloomberg said.

‘‘What information the NSA and other agencies must
share with citizens is likely to be part of such controls,’’
Bloomberg said. He noted, however, that because the
Foreign Intelligence Surveillance Act directly autho-
rizes government officials to conduct surveillance on
foreign entities, ‘‘the court has no mandate to limit that
part of NSA’s activities.’’

Obama on Dec. 20, however, indicated a willingness
to place limits on NSA activities regarding foreigners
(see related report).

Many large Internet companies are seeking permis-
sion from the FISA Court to be able to tell their custom-
ers more about government demands to produce such
data, but the government opposes that effort (12 PVLR
1707, 10/7/13).

Information and Privacy Commissioner of Ontario
Ann Cavoukian told Bloomberg BNA that it is unclear
whether the ‘‘call-out’’ for more transparency by lead-
ing technology companies, such as Google Inc., Face-
book Inc. and Microsoft Inc., will ‘‘be sufficient to move
President Obama and the U.S. Congress to accomplish
substantial reform.’’

It remains to be seen whether the White House will
follow through on a report that made dozens of recom-
mendations from an independent panel on ways to
overhaul U.S. surveillance policies (12 PVLR 2115,
12/23/13).

Several bills await attention when lawmakers return
for the second year of the 113th Congress (12 PVLR
1867, 11/4/13). The Senate is scheduled to return Jan. 6,
and the House is set to resume business Jan. 7.

Cavoukian said another important question is
whether ‘‘the engineering community will be able to
‘take back the Internet’ ’’ to ‘‘counteract the back doors
to encryption we now know exist.’’

She also said the government in Canada needs to
‘‘put in place stronger oversight mechanisms to ensure
transparency and accountability of its intelligence sur-
veillance activities.’’

Privacy Professional Employment Prospects. The em-
ployment outlook for privacy and data security profes-
sionals has never been stronger, John Liberatore, ac-
count manager for staffing and payroll services com-
pany Infinity Consulting Solutions Inc., in New York,
told Bloomberg BNA.

‘‘Privacy has gained extensive visibility over the past
five years,’’ resulting in companies creating ‘‘new pri-
vacy and data security positions, rather than exclusively
lean on outside counsel and consulting firms,’’ he said.

‘‘We are experiencing a war on talent for top privacy
and data security officers that have the ability to fore-
see the upcoming U.S., European Union, Asian and

South African’’ laws and rules, Liberatore said. The
companies are looking for professionals that ‘‘partner
with the business, rather than handcuff them with strict
guidelines,’’ he said.

‘‘In 2014, as information security and big data con-
tinue to evolve, the top candidates that will be in de-
mand will be battle-tested attorneys with regulatory or
technology backgrounds,’’ he said.

‘‘We are experiencing a war on talent for top

privacy and data security officers.’’

JOHN LIBERATORE, ACCOUNT MANAGER,
INFINITY CONSULTING SOLUTIONS INC., NEW YORK

‘‘These candidates can expect to exceed the industry
compensation average when moving from one position
to another and see an increase in the range of 20 per-
cent for some professionals, Liberatore said. Technol-
ogy and consumer-related businesses, such as health
care, will be ‘‘leading the fight for talent.’’

California Enforcement. In 2012 and 2013, the Califor-
nia office of the attorney general pushed for industry
adherence to privacy standards for mobile applications
(12 PVLR 80, 1/14/13). The office made clear that com-
panies are expected to comply with the California On-
line Privacy Protection Act’s requirements in the con-
text of mobile apps (12 PVLR 80, 1/14/13).

But there are other new statutory requirements that
apps developers and others should expect to see being
enforced in 2014, Tanya Forsheit, founding Partner at
InfoLawGroup LLP, in Manhattan Beach, Calif., told
Bloomberg BNA.

She emphasized the new laws that took effect Jan. 1,
including:

s A.B. 370—‘‘requiring the ‘Do Not Track’ disclo-
sure in privacy policies’’ (12 PVLR 1720, 10/7/13);

s S.B. 46—‘‘requiring notification of security
breaches involving user names or e-mail addresses in
combination with a password or security question and
answer that would permit access to an online account’’
(12 PVLR 1720, 10/7/13); and

s A.B. 658—‘‘expanding some of the restrictions and
protections of California’s Confidentiality of Medical In-
formation Act to medical app developers’’ (12 PVLR
1630, 9/23/13).

Forsheit’s view is consistent with what California
regulators have said over the past year regarding inten-
sifying their focus on mobile apps (12 PVLR 931,
5/27/13).

Big Data. Big data analytics—the analysis of large-
scale databases of combined information, including
personal data—will continue to grow in 2014, many
thought leaders told Bloomberg BNA.

Booz Allen Hamilton Inc. recently said that financial
sector companies adapting to the use of big data should
use it as a means to retool data security safeguards for
2014 (12 PVLR 2145, 12/23/13).

Cavoukian, a leading champion of privacy by design,
said that companies that build privacy by design into
their big data analytics will be able to reap the benefits
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of data analytics and improved privacy together in
2014, she said.
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